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REPORT SUMMARY

In recent days, my server has become a target to ever-more brute-force
attacks on SSH service and they are succeeded to crack my password using
a massive number of botnet that helps to reduce the complexity of the
passwords. In other words, it was just one IP that attempted a login, then
another IP would attempt the next password, then another for the next etc.
This means that we can’t rely on normal firewalls. The project goal is to figure
out how to block them and how to apply attacks.
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1.1

Chapter 1

Introduction

Introduction

In these days, everyone has a devices that are connected to the
internet and at least everyone has more than one device and may they
are vulnerable, misconfigured, misused, out of date, such as routers and
|IOT devices and software, that makes the hackers use those devices for
a specific purpose like distributed brute-force or distributed denial of
service or sniffing traffics or mass identity theft or spreading new
malware. In this project, we focus on distributed brute force case which

is

Attacker |
Attacker Request Target
— Target Response
Compute: A
- Application Serv

Botnets
gﬁ g R =
Compute

=R
Computer omputer

Assume that the SSH server password length is six characters contains O-
? and a-z the complexity will be (36/7\6) =2,176,782,336 possible password
and suppose every botnet have one core at least and the SSH request
takes 0.5 second, The time to crack the password based on the next

Statistics
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1.2 Purpose
Learn multiprocessing and multithreading programming.
Learn how to do LXD.

Learn socket programming.
Defend against distributed brute force.

Learn how to use Excel and write excel functions.

1.3 Scope

Defend against distributed brute force.

1.4 Definitions, Acronyms, and Abbreviations:

SSH: Secure Shell.
HTTP: Hyper Text Transfer Protocol.

Brute force: consists of an attacker trying many passwords or passphrases
with the hope of eventually guessing correctly. The attacker systematically
checks all possible passwords and passphrases until the correct one is

found.

LXD: is a daemon which offers a REST API to drive full system containers just

like you would drive virtual machines.

Botnet: is a collection of internet-connected devices, which may include PCs,
servers, mobile devices and internet of things devices that are infected and

conftrolled by a common type of Malware.



https://en.wikipedia.org/wiki/Password
https://en.wikipedia.org/wiki/Passphrase

1.5 Related Subjects:

http://thehackernews.com/2017/05/cryptocurrency-mining-botnet.ntmi

http://thehackernews.com/2016/09/ddos-attack-iot.ntml

http://thehackernews.com/2017/04/vigilante-hacker-iot-botnet 26.html



http://thehackernews.com/2017/05/cryptocurrency-mining-botnet.html
http://thehackernews.com/2016/09/ddos-attack-iot.html
http://thehackernews.com/2017/04/vigilante-hacker-iot-botnet_26.html

Chapter 2

Setup Environment

2.1 Install Ubuntu

Ubuntu: is a Debian-based Linux operating system for personal computers.
Used for defending from the attacker.

Tutorial:
https://www.ubuntu.com/download/desktop/install-ubuntu-desktop

2.2 Install Python

sudo apt-get update
sudo apt-get install python3

library requirements:
Install pygt, QT version 4.0
Install requests

Install colorama

Install pyfiglet

Install fermcolor

Install argparse

Install paramiko

Install netaddr

2.3 Install LXD

sudo apt-get install Ixd

Then either logout and login again to get your group membership
refreshed, or use:

newgrp Ixd

2.4 Install LXD
Sudo apt-get install apache?
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https://en.wikipedia.org/wiki/Debian
https://en.wikipedia.org/wiki/Linux
https://en.wikipedia.org/wiki/Operating_system
https://en.wikipedia.org/wiki/Personal_computer
https://www.ubuntu.com/download/desktop/install-ubuntu-desktop

Chapter 3

Linux Containers

3.1 Introduction

11

What is VM

VM stand for Virtual Machine, Virtual Machine is a software use a full
copy of an operating system and create virtual copy of all the
hardware that the operating system needs to run. that use a lot of
Memory and CPU and storage space.

What is LXC

LXC stand for Linux containers, all containers is type of virtualization
using one single kernel for all containers, it's just virtualize the software
environment and you not virtualize or copy the hardware at all, and
Linux containers shared all the same memory and storage, resources.

What is LXD

LXD is a daemon which offers a REST API to drive full system containers
just like you would drive virtual machines.

The LXD daemon runs on every container host and client tools then
connect to those to manage those containers or to move or copy
them to another LXD.

Why LXC and Not VM
LXC is fast at boot, reboot.
LXC don’'t waste the memory space and storage space, CPU, like VM.




Why we need LXD with LXC

LXC has been around for about 7 years now, over those years a lot of security
Issues effects on LXC, LXD add extra security features were added to the Linux
kernel and LXC grew support for all of them. As we saw the need for people
to build their own solution on top of LXC, the LXD developers developed a
public APl and a set of bindings.

Make LXC secure by default (rather than it being optional).

Completely rework the tools to make them simpler and less
confusing to newcomers.

Rely on container images rather than using “templates” to build
them locally.

Proper checkpoint/restore support (live migration).

When you need to use VM and when you need to use LXC

Use VM if you want to virtual an operating system that have different
kernel that your host use.

Use LXC if you want to virtual an operating system that have same
kernel that your host use.

3.2 Purpose

Avoid wasting memory and CPU and to handle more computers.

3.3 Creation and Management

12

Add Images to create Containers:

Ixc remote add images images.linuxcontainers.org
List Available images:

Ixc image list

Create a Container:

Ixc launch images[imageName] [containerName]
List the Containers:

Ixc list
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List the Configuration of Container:

Ixc config show [containerName] --expanded
Change the Configuration of Container:

Ixc config edit [containerName]

Create A Snapshot:

Ixc snapshot [ContainerName] [snapshot Name]
Change Container State (start, stop, pause):

Ixc [state][containerName]

Enter Bash on a Container:

Ixc exec [containerName] bash

Manage remote Ixd servers:

Ixc remote add [ContainerName] [IP]

Create a container inside a counter from the Main Container:

Ixc launch images:[imageName]
[ParentContainerName]:[ChildContainerName]

Move A Child Container Inside Another Container:

Ixc move [ParentContainer]:[ChildContainer] [newParentContainer]:
List the Containers Inside Container:

Ixc list [containerName]:

Stop or Delete a Container:

Ixc stop [containerName]
Ixc delete [containerName]




Set and Unset a device to container:
Ixc config device set [containerName] <device> <key> <value>
examples:

<Set the Ethernet interface 0 device to Container with maximum limit
100Mbit>

Ixc config device set containerl ethO limit.ingress 100Mbit
Ixc config device unset container1 ethO limit.ingress
<resize the home path to 10GB>

Ixc config device set containerl home size 10GB

Push or Pull or Edit a file in the Container:

Ixc file push [Hostfilename] [containername][FilePath]

Ixc file pull [flename] [containername] [FilePath]

Ixc file edit [flename] [containername][FilePath]

3.4 References

An introduction to LXD, the container lighter-visor - Stéphane Graber

https://www.youtube.com/watch?v=yEr EIZG0ZM

Linux Container (LXC) Introduction Eli The Computer Guy
https://www.youtube.com/watch?v=_KnmRdK69gM

14



https://www.youtube.com/watch?v=yEr_EIZG0ZM
https://www.youtube.com/watch?v=_KnmRdK69qM

Chapter 4

Apply distributed brute force

4.1 Introduction

| wrote a program called Simple botnet(Sbotnet) that use for collecting a

botnet and use them to brute force a SSH application server.

4.2 Purpose

Its main goals are to crack a SSH server application using botnet.

4.3 Create penetration Environment

Step 1: create Five containers and install SSH server on those containers
and create a username called (default) with password (default) and

with install python requests library and paramiko, and cryptography.

create the first container which called botnet

root@diefunction:~# lxc launch ubuntu:14.04 botnet
Creating botnet

Starting botnet

root@diefunction:~# lxc list

| NAME | STATE | IPV4

P Tmmmmmmm e fmmmmmommmmmmmmm oo mmma
| botnet | RUNNING .176.13 (eth@)
P Tmmmmmmm e flmmmmmommmmmmmmm oo mmmm
root@diefunction:~# ||

Login to container bash

root@diefunction:~# 1lxc exec botnet bash

root@botnet:~# |

15




Add user that called default and password is default

root@botnet:~# adduser default
Adding user “default' ...
Adding new group “default' (1 Y coe
i new user ‘“default' (1001) with group “default
ng home directory */home/default
Copying files from " /etc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information fer default
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the infermation correct? [Y/m] Y
root@botnet:~# []

Install SSH and paramiko and requests

root@botnet:~# apt-get install ssh; apt-get install python-paramike; apt-get install python-requests;]]

Install python cryptography requirements

root@botnet:~# apt-get install build-essential libssl-dev libffi-dev python-deV |

root@botnet:~# python -m pip install pyparsing
Downloading/unpacki pyparsing
Downloading pyparsing -py2.py3-none-any.whl (56k

root@botnet:~# python -m pip install appdirs
Downloading/unpacking appdirs

root@botnet:~# apt-get install python-cffil

root@botnet:~# pip install --upgrade six

16




root@botnet:~# python -m pip install cryptography
Downloading/unpacking cryptography
Downleoading cryptography-1.8.1.tar.gz (423kB): 423kB downloaded
Running setup.py (path:/tmp/pip_build_root/cryptography/setup.py) ega_info for package cryptography

no previously-included directories found matching 'docs/_build'

warning: no previously-included files matching '*' found under directory 'vectors'
Downloading/unpacking idn 2.1 (from cryptography)
Downloading idn .5-py2.py3-none-any.whl (55kB): 55kB downloaded

Configure SSH, change PasswordAuthentication no to yes.

root@botnet:~# nano fetc/sshfsshd_config

# Change to no to disable tunnelled clear text passwords
PasswordAuthentication yeq |

now create from this container four containers to be total five containers

root@diefuncti %C copy botnet botnetil
root@diefunction: xC copy botnet botnet2
root@diefunction: lxc copy botnet botnet3
root@diefunction: xc copy botnet botnet4
root@diefunction: %c start botnetl botnet2 botnet3
root@diefunction:

PERSISTENT

PERSISTENT

17




Step 2: create another container and install SSH server and create a

username called (unsecure) with password (unsecure).

Create unsecure container

root@diefunction:~# 1lxc launch ubuntu:14.04 unsecured
Creating unsecured

Starting unsecured

root@diefunctio

PERSISTENT

Add unsecure user with unsecure password

root@unsecured:~# adduser unsecure
IAdding user “unsecure' ..
IAdding new group “unsecure' (1801) ...
|Adding new user “unsecure' (1001) with group “unsecure' ...
The home directory °/homefunsecure' already exists. Not copying from "/etc/skel'.
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for unsecure
Enter the new value, or press ENTER for the default
Full Name [
Room Number []
Work Phone [
Home Phone []:
Other []:
Is the information correct? [Y/n] ¥
root@unsecured:

Install SSH

root@diefuncti ~# 1xc exec unsecured bash
root@unsecured apt-get install ssh
g package ... Done
ng dependency tree
g state information... Deone
ssh is already the newest version.

The following packages were automatically installed and are no longer required:
libfreetype6 os-prober

Use 'apt-get autoremove' to remove them.

@ upgraded, ® newly installed, ® to remove and @ not upgraded.

root@unsecured:~# nano fetc/ssh/sshd_confi

Enable SSH PasswordAuthentication

# Change to no to disable tunnelled clear text passwords
Passwordaduthentication yei]

18




Step 3: create another container and install SSH server and create a

username called (secure) with password (secure).

Create secure container

root@diefunction:~# 1lxc launch ubuntu:14.04 sSsecure
Creating secure
Starting secure

rﬂﬂt@diefunctinn.~#[]

Add secure user with secure password

root@secure:~# adduser secure
Adding user “secure' ...
Adding new group "secure' (1861) ...
Adding new user “secure' (1881) with group “secure' ...
Creating home directory °/home/secure' ...
Copying files from "[fetc/skel' ...
Enter new UNIX password:
Retype new UNIX password:
passwd: password updated successfully
Changing the user information for secure
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the infermation correct? [Y¥/n] ¥
root@secure:~#

Install SSH

1 :~# 1xc exec secure bash
root@secure:~# apt-get install sshl

# Change to no to disable tunnelled clear text passwords
PasswordAuthentication yeqj

19




At the end the list all containers

——————————— +
SNAPSHOTS |

Step 4: download our software Sbotnet.
Download link :.
Create sbotnet folder in /var/www/html/.

Move index.php to /var/www/html/sbotnet/

20




4.4 Collect botnet

Step 1: Run server.py

diefunction@diefunction:~/D tnet vi.05 python3 server.py

Address

Username
Passwords Browse

IP Address Start

Step 2: In new Terminal execute python —username default —-password
default —cidr 10.207.176.0/24. 10.207.176.0/24 is an example you can

change the it.

.py --username default --password default --cidr 10.207.176.0/24 B sbotnetvi.0

Number Address
1 10.207.176.13
2 10.207.176.105
3 10.207.176.116
4 10.207.176.165
5 10.207.176.161
diefunction@diefunction:~/ shotnet v1.0% D
Username
Passwords Browse
IP Address Start

21




4.5 Attack on target

Step 1: Put the IP of the unsecure container that we create in the server

application.

Step 2: Choose the password file that contain the unsecure container

password.

Address.
10.207.176.13

10.207.176.105
10.207.176.116
fds:
10.207.176.165
10.207.176.161
unsecured G | H fds:
=t
iefunctiongdie

[#] Target : 10 g The Password Found
[#] Username

[I.i] Pa: _mrd. ecu “ check output.text
Hiefunction@diefunction t et v1.0

Username |unsecure

oK

Passwords jbotnet v1.0/passwords.text Browse

IP Address |10.207.176.61 Start

The distributed brute-force cracked the unsecure container.

22




Chapter 5

Knockd Service

5.1 Introduction

Port Knocking is one method of obscuring the services that you have
running on your machine, until you ask for a port to be opened by
attempt to connect on a specific sequence of ports then Open the port

to the IP address that supplied the correct knock.

5.2 Purpose

to Hide your SSH Daemon from Attackers

5.3 How it’s works

Port knocking will not open any ports on the server by default.
just waiting for a sequence of port traffic.

server client

sshd
firewall

server client

sshd I

firewall

23




5.4 Install knockd Service

Install knockd

diefunction@diefunction:~$ lxc exec secure bash

root@secure:~# apt-get install knockd

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following packages were automatically installed and are no longer required:
libfreetypet os-prober

Use 'apt-get autoremove' to remove them.

The following NEW packages will be installed:
knockd

8 upgraded, 1 newly installed, ® to remove and @ not upgraded.

Meed to get 28.9 kB of archives.

After this operation, 176 kB of additional disk space will be used.

@% [Connecting to archive.ubuntu.com (2801:67c:1360:8001::17)]]

First, we flush existing firewall rules and ensure that outgoing connections

don't get dropped.
Second, block incoming port 22 (SSH).

Once you have established your iptables rules, you can automate the

restore process at reboot with iptables-persistent.

root@secure:~# iptables --flush

root@secure:~# iptables -t nat --flush

root@secure:~# iptables -t mangle --flush

root@secure:~# iptables --policy OQUTPUT ACCEPT

root@secure:~% iptables -A INPUT -m conntrack --ctstate ESTABLISHED,RELATED -j ACCEPT

root@secure:~% iptables -A INPUT -p tcp --destination-port 22 -j DROP
root@secure:~# apt-get install iptables-persistent]]

24




root@secure:~# 1p les-save

# Generated by iptables-save .4.21 on Mon May 8 14:31:07 2017

*mangle

:PREROUTING EPT [B:8]

:INPUT ACCEPT [0:8]

: FORWARD EPT [0:08]

:OUTPUT A PT [B:0]

:POSTROUTING ACCEPT [B:0]

COMMIT

# Completed on Mon May 8 14:3

# Generated by iptables-save .4.21 on Mon May

*nat

:PREROUTING ACCEPT [0:0]

:INPUT A

:OUTPUT ACCEPT [B8:0]

:POSTROUTING ACCEPT [B:8]

COMMIT

# Completed on Mon May 8 14:3

# Generated by iptables-save

#filter

:INPUT ACCEPT [0:8]

:FORWARD EPT [©:0]

:QUTPUT ACCEPT [0:0]

-A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p tcp -m tcp --dport -j DROP

COMMIT

# Completed on Mon May 8 14:31:07 2817
t@secure:~# JJ

to configure the sequence port that the client must knock to open the ssh

service.

And choose the sequence timeout so that the client must knock the

sequence < timeout

The choose cmd timeout that if the client not connect to the SSH after

opened it 10 second. will be close.

oot@secure:~# nano fetc/knockd.conf||

options]
UseSysleg

[5SH]
sequence = 3000,4000,5000,56000
tepflags = syn
seq_timeout = 15
start_command = /sbin/iptables -I INPUT 1 -s ¥IP% -p tcp --dport 22 -j ACCEPT
cmd_timeout = 16
stop_command = /sbin/iptables -D INPUT -s %IP% -p tcp --dport 22 -j ACCEPT

“ile Name to Write: /etc/knockd.conf|

25




start Knockd service

root@secure:~# nano fetc/default/knockdl]

[ AR A A AR A R

control if we start knockd at init or not
1 = start
anything else = don't start

PLEASE EDIT Jetc/knockd.conf BEFORE ENABLING

options
[H#KNOCKD_OPTS i eth1"”

File Name to Write: fetc/default/knockd|

root@secure sudo service knockd restart

26




Test SSH Service after knockd service installed and configured.

diefunction@diefunction:~5 1xc
----------- +
SNAPSHOTS

PERSISTENT

=t = — =

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

diefunction@diefunction:~

no responding it's mean the knockd service is working. Try to knock then

connect.

diefunction@diefunction:~$ lxc 1i

SNAPSHOTS

PERSISTENT

PERSISTENT
RUNNING D.207.176.116 1 : 1a33b:216 :fedb: a( ) PERSISTENT
R

RUNNING

diefunction@diefunction:~% ssh

AC

diefunction@diefunction:~S$ ssh secure@l®.207.176.118

\AE

diefunction@diefunction:~S$ knock 10.207.176.118 3000 4000 5000 6000 &% ssh secure@l® .176.118
secure@l®.2e7.176.118's password: D

Success it's ask for the password after knocking the sequence that we

choose.

27




5.5 Attack on target that apply knockd service

Step 1: Run server.py.

diefunction@diefunction: 0 3 1.85 python3 server.py

Number Address

Username

Passwords Browse

IP Address Start

Step 2: put the IP of the secure container that we create.

Step 3: choose the password file that contain the secure container

password.

Step 4: put the username of the secure container.

+
SNAPSHOTS |

Number Address
1 10.207.176.13
2 10.207.176.105
3 10.207.176.116
4 10.207.176.165
5 10.207.176.161

RUNNING | 1@. z z 5 ( @) | PERSISTENT

. . e e ’ @ The Password not Found
oK
Username |secure
Passwords :botnet v1.0/passwords.text Browse
IP Address |10.207.176.118 Start

the password failed even when the password is in the passwords list.
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After we apply the knockd service the problem solved.

Attacke
Request

Attacker gl U
PN

Computer

Internet

Knockd
Service

Application Server

larget

Internet

Botnet .
= Botnet
Goal N ~
- Attacks

Achieved

Botnet
5
El ““““““““““
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Conclusion

We will continue to see how to secure the LXD containers.
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